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Abstract-  Now  a  day’s  everything  is  moving  from  Manual  to  automatic  so  it  is  necessary  to  developed 
automatic security system involving more than one electronic device to make it more reliable. In the coming 
future ubiquitous society, RFID tags will be affixed to every person. This technology is anticipated to be a key 
technology that will be utilized by various ubiquitous services where these tags will be used to identify people 
and will automatically take advantage of contextual information. On the other hand, a problem is arising 
where the excellent tracking ability of RFID is abused and personal privacy is being violated. Due to this 
reason I have decided to build a system involving more security factor, which has fewer disadvantages and 
involve very less human resources. Existing security system has only one or two electronic Device which can 
be easily manipulated by anyone. so the system is not reliable and not highly secured so I have implement and 
add one more Electronic device in the existing system which will provide more security.This paper clarifies 
the active tag privacy problem and proposes a method for protecting personal privacy regarding the active 
RFID tags. 
Keywords— RFID active tag, GSM, Microcontroller 89c51, PC, camera, RS232, Keypad 
1. Introduction 
The system for visitor identification consists of the following: RFID Tag, GSM Modem and a security camera 
monitors the front door of a building. RFID user insert the tag into the RFID Reader, which is read the code and 
transmit code on particular  Mobile, mobile user enter this code through the keypad and simultaneously security 
camera front acquiring images of people as they enter; an automated system extracts faces from these images and 
quickly identifies them using a database of known individuals. If all factors will match with the database visitor 
identified and relay will operate and door access and open otherwise it door will not operated. The system must 
easily adapt as people are added or removed from its database, and the system must be able to recognize individuals 
in near-frontal photographs. This paper focuses on the RFID, GSM and face recognition technology that is required 
to address this real-world task.  
2. Basic Components 
2.1-Active RFID Tag 
RFID is an automated data collection technology in which radio communication for data transfer across two 
entities: a reader and a tag. The tag has two sections: one for radio communication and other for data storage. Radio 
Frequency Identification (RFID), and automatic face recognition technology employing wireless communications, has 
recently drawn much attention. RFID tags, which are electronic tags that employ RFID technologies, can be broadly 
classified into passive and active types of tags. The passive type does not incorporate a battery and has a short 
communications  range,  but  the  cost  is  low.  Conversely,  the  active  type  incorporates  a  battery  and  has  a  long 
communications range, but the cost is high. 
In the coming future ubiquitous society, Radio Frequency Identification (RFID) tags will be affixed to every 
product and person. This technology is anticipated to be a key technology that will be utilized by various ubiquitous 
services  where  these  tags  will  be  used  to  identify  things  and  people  and  will  automatically  take  advantage  of 
contextual  information  such  as  location.  Radio  Frequency  Identification  (RFID),  and  automatic  recognition 
technology employing wireless communications although these tags differ in terms of the communications range and 
cost 493 
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Figure1 RFID communication between reader and tag 
For transmitted the information from Active RFID Tag system is comprised of following parameters are required 
which are:- 1-Transmitted RF Module (433 MHz, ASK) 
          2-Encoder (HT12E) 
          3-Battery 
 
 
 
 
 
 
Figure2 Block diagram of active tag 
2.2-Receiver Of The Project 
Main parts of the receiver are following: 1-RF Rx Module 
2-  Microcontroller 
3-  GSM Modem 
4- wabcam 
 
 
 
 
 
 
 
 
Figure 3 Block diagram of receiver 
·  Microcontrollers  
Microcontroller is a programmable device and this is the heart of my project. A microcontroller has a CPU in 
addition to a fixed amount of RAM, ROM, I/O ports and a timer embedded all on a single chip. The microcontroller 
used in this project is AT89S51.This microcontroller belongs to 8051 family. This microcontroller had 128 bytes of 
RAM, 4K bytes of on-chip ROM, two timers, one serial port and four ports (each 8-bits wide) all on a single chip. 
AT89C51 is Flash type 8051.In addition; the AT89C51 is designed with static logic for operation down to zero 
frequency and supports two software selectable power saving modes. The Idle Mode stops the CPU while allowing 
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the RAM, timer/counters, serial port and interrupt system to continue functioning. The power-down mode saves the 
RAM contents but freezes the oscillator disabling all other chip functions until the next hardware reset. 
Function of the Programmed Microcontroller is control, operates and given and receive the proper response to and 
from the following part which is interface with them. 
·  2 x 16 lines Liquid Crystal Display  
·  Keypad 
·  Decoder (HT12D) 
·  Relays  
·  Max 232 chip, and Pc  
·  GSM Modem 
The Global System for Mobile Communications (GSM) is the most popular standard for mobile phones in the 
world. It is the European standard for digital cellular service that includes enhanced features. It is based on TDMA 
technology and is used on 850/1900 MHz we are using the GM28, a GSM modem from Sony-Ericsson. This has 
standard connector interfaces and has an integral SIM card reader. The modem has a RJ9 connector through which a 
speaker and microphone can be  
 
 
 
 
 
 
Figure 4 GSM Antenna and communication between Microcontroller and GSM 
Pin Name  Description 
VCC  Power Supply 
Port0  Port 0.3 to port 0.7 is interface with the 16*2 LCD Display. 
Port1  Port 1.0 to port 1.7 is interface with 8 keypad switch 
Port2  Remaining 4 keypad switch is connected with the Port 2.2 to port 2.5 
Port 3  Port 3.0 and port 3.1 is interface with the GSM modem and PC by RS232.and Remains 
port3.4 to port 3.7 is connected with Decoder (HT12D). 
RST  Reset input. 
ALE/PROG  Address latch Enable is an output pulse for latching the low byte of the  
Address during accesses to external memory. 
PSEN  Program Store Enable is the read strobe to external program memory. 
EA/VPP  External accesses enable. This pin also receives the 12 volt programming Enable voltage 
during flash programming. 
XTAL1  Input to the inverting oscillator amplifier and output to the internal clock Operating circuit. 
XTAL2  Output from the inverting oscillator amplifier. 
GND  Ground 495 
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Connected allowing audio calls being established, but this feature is not utilized in this project as only data 
transfer is needed. Through GSM modem receive the code from the programmed microcontroller and send on the 
mobile. 
·  Face Recognition System 
For verification of visitor it’s required and authentication. In this paper I have mention 3 factor security system 
means I need 3 secure factor so now first factor is Active RFID Tag, means every users have unique tag serial 
number, second factor is Mobile, when tag holder is enter in the secure area than mobile user receive code (every time 
user receive new code) which is transmit from the microcontroller via GSM, now third and last factor is Webcam, this 
required for face verification. Webcam is interface with the PC, which has already store knowing images. Webcam is 
automatically clicking the image of the visitor who has a RFID tag and type the code which is receive on mobile. If 
type code is correct than click the image of the user and match with the store image from the PC data base. When both 
images will match then door will be access and visitor able to enter otherwise it will deny or display on the LCD 
“please tries again”    
3.  Hardware Operation design 
3.1-Steps for Processing 
1.  RFID Tag user enter in the security area (no need of insert the tag because here I am using active tag  
2.  Which is covering the range of 100 meter) his tag will be detected. Camera is connected with the PC. 
3.  Read the code and send to microcontroller. 
4.  Microcontroller sends the code to correspondence mobile no. to the GSM+SIM. 
5.  GSM+SIM receive and send this code to particular mobile no. 
6.  Mobile receive the code 
7.  Type code manually with the help of Keypad. 
8.  Type code is verified with the particular mobile no in the microcontroller. 
9.  After verification of code, Face verify with the click image of present visitor with the stored image in PC. 
10.  If all information is corrected than display visitor name and time on the LCD. 
11.  Open the Door and visitor center in security section. 
12.  Otherwise door can’t be open and alarm will sound if information is not match. 
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4-  Advantages 
·  Sophisticated security 
·  Alert message to mobile phone for remote information 
·  Economical 
·  Less complex 
·  Easy to operates 
5-Applications 
·  Research laboratory, 
·  Safe documentary Rooms, 
·  Clocker Rooms, 
·  Industries, 
·  Jeweler Shops 
6-Conclusion 
In  this  paper  we  have  studied  and  implemented  a  complete  working  model  using  a  Microcontroller.  The 
programming and interfacing of microcontroller has been mastered during the implementation. The biggest advantage 
of using this paper is , whatever the tag is activated we will be getting the acknowledgement from GSM modem to 
our mobile numbers which are stored in EEPROM and GSM network operators have roaming facilities. The system 
design implementation has proven to be effective and efficient. It provides access only to authorized person, and 
displays the identity of the user as soon as the tag is within activation range of the reader. The adoption of RFID 
technology in security door-lock applications is feasible, and provides a more secure access, as the contact-less 
technology minimizes the risk of tag cloning. 
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